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INTRODUCTION

A recent study predicted that business losses due to cybercrime will exceed $5 trillion by
2024. The threat to businesses is especially alarming due to current cyber warfare activities
by cybercriminals and state-sponsored actors. CMMC (Cyber security Maturity Model
Certification) is a framework to measure an organisation’s cyber security level. ESCI in
collaboration with MacLead a licensed training provider of CMMC Accreditation Body is
organizing a 5-days High Maturity Certified Training program on "Cybersecurity Maturity
Model Certification (CMMC) "from 29th June - 3rd July 2021.

ENABLING OBJECTIVES

The main objective of MacLead’'s Cybersecurity Maturity Model Certification (CMMC)
High Maturity Certified Training is to enable personnel to enhance their competencies to
secure organization’s supply chain. Attending this course would help to understand the
maturity processes and cybersecurity best practices framework from cybersecurity

standards, frameworks, and other references, as well as inputs from;

- National Institute of Standards and Technology (NIST)
- Defense Industrial Base (DIB) and
- Department of Defense (DoD) stakeholders
This course will guide you to enhance protection against theft of intellectual properties

and sensitive information

COURSE CONTENTS

e Introduction to the CMMC-AB ecosystem and the CMMC model

e CMMC model architecture and relate to NIST cybersecurity framework
e NIST Roadmap for Improving Critical Infrastructure Cybersecurity

e Determine objective evidences for domains and practices

e Implementing and evaluating CMMC Level 1 domains and practices

e Implementing and evaluating CMMC Level 2 domains and practices

e Implementing and evaluating CMMC Level 3 domains and practices

e Implementing and evaluating CMMC Level 4 domains and practices

e Implementing and evaluating CMMC Level 5 domains and practices

e Assess the practices using the CMMC Assessment Guides

o Implement NIST 800-171A and CMMC Assessment Guide to assess objective

evidence for processes and practices



WHO SHOULD ATTEND?
o Professionals interested in strengthening their organizational cyber
security;
e [T functionaries
¢ Human Resources security functionaries
e HOD'’s protecting information / Data
e Auditors and implementers in Information Security and Personal Privacy;
e Professionals seeking to gain knowledge in CMMC model,

¢ Implementers in organizations interested in applying CMMC model

METHODOLOGY

The program will be conducted in an interactive virtual environment providing greater scope
for discussions. Emphasis will be on a highly participative style of learning. The faculty will
act as provocateurs and resource persons and demonstrate application oriented studies in a

professional manner.

PROGRAM VENUE, DATES & TIMINGS

Venue: Online
Dates: 29th June — 3rd July,2021 (5 Days)
Timings: The program timings will be from 10.00 - 1715 hrs with breaks in between

for tea and lunch.

COURSE DIRECTOR
e Dr. C.S. Krishna Prasad- Head—Quality & Productivity Division, ESCI

TRAINERS
o Prof. Chandra Sekhar— Master Trainer CyberSecurity Maturity Model
- MacLead Certifications
e Mr. Sitanath Nandi— Master Trainer CyberSecurity Maturity Model
- MacLead Certifications
e Mr. Ranadheer Macharla — Master Trainer CyberSecurity Maturity Model
- MacLead Certifications

About MacLead
MacLead is India’s first Cyber security’s licensed training provider from Cybersecurity

Maturity Model Certifications — Accreditation Body (CMMC-AB) and licensed institute partner
with CMMI Institute, an ISACA Enterprise. MacLead has been conducting accredited Lead
Auditor courses in ISO 27001, since 2005. Empanelled firm for People Capability Maturity
Model (P-CMM®) for 2019-20 with Quality Council of India. A training partner & consultancy
partner of ESCI



COURSE FEE
Rs.48,500/- (Residential) + 18% GST per participant. Fee includes course material.

DISCOUNTS

Group Discount: Additional 10% discount for three or more participants, if sponsored by
the same organization.(All discounts are applicable only if fee is received at ESCI before

the commencement of the program)

Goods and Service Tax as applicable is to be paid extra over and above the training fee.
Our Goods Service Tax registration Provisional ID No 36AAATT3439Q12ZV and PAN
Card No.AAATT3439Q.

MODE OF PAYMENT
Program fee is to be paid in favor of “IE(l)- Engineering Staff College of India” in the form

of demand draft payable at Hyderabad.

Alternatively the payment may be made by Electronic Fund Transfer (EFT) to ESCI — SB
A/c No. 912010049234564 with Axis Bank Ltd., Gachibowli branch, Old Mumbai Highway,
Cyberhills Colony, P Janardhan Reddy Nagar, Gachibowli, Hyderabad — 500032, T.S.,

by NEFT/ RTGS/ IFSC Code No. UTIB0000733 — MICR N0.500211020.

While using EFT method of payment, please ensure to communicate us your company

name, our invoice reference and program title.

REGISTRATION

Online registration shall be available on ESCI website.

To register manually please send your nominations giving details of name, designation,
contact address, email address, mobile, telephone and fax number of the participant along

with the details of mode of payment of fee and addressed to:

Dr.C.S. Krishna Prasad

Head

Quiality & Productivity Division

Engineering Staff College of India

Gachibowli, Hyderabad — 500 032

Phones: 040-66304133, 4132, 4110, 4109, 4108
Mobile: 9949004788, 9966013930, 9985297630
Email:gpeic@escihyd.org, Web site: www.escihyd.org
CERTIFICATE

Certificate shall be awarded to all successful participants






